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REASONS FOR DECISION 

[1] Matthew DeHart (the principal claimant). Paul DeHart (the male claimant) and Leanne 

Christina DeHart (the female claimant) are claiming refugee protection in Canada pursuant to 

sections 96 and 97(1) of the Immigrarion and Refugee PrOlecrion Aer.l 

DETERMINATION 

[2J The panel finds that the claimants are not excluded from refugee protection pursuant to 

Art icle I F(b). The panel finds that the claimants are neither Convention re fugees nor persons in 

need of protection. The deternlinative issue in this claim was that of state protection. 

ALLEGATIONS 

[3J The claimants are cit izens of the United States who entered Canada on Apri l 3. 2013. All 

three claimed refugee protection upon their entry into Canada on the grounds that the principal 

claimant had been tortured by the authorities in the United States and that all three claimants 

feared persecution if they returned there. 

[4J The principal claimant a lleges that he was a member of the onl ine hacker group 

'Anonymous' since its inception. As a result of his activities with Anonymous. he became aware 

of leaked government documents relating to the national security of the United Stales. 

[5] On January 25. 2010. the principal claimant's home \\'as searched by the authorities and 

all the fam ily's electronic devices were seized. It was indicated at that time that he was suspected 

of being involved in chi ld pomography. 

[6] On August 6. 20 I O. the principal claimant was in the process of retuming from Canada to 

the Calais, Maine. United States when he was stopped by American officials. He tcstified that he 

was aboul lo attend college in Canada and had retumed to the Uni ted States. specifically Maine, 

to act ivate the student visa. When he crossed ovcr into the United States. he showed his I.D. to 

the U.S. official. 

1 Immigration and Refugee Protection Act. 5.C.2001. c. 27. 22.96. 97(1 Xa). 
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[7] The offic ial took the documents and returned with other agents who blocked all the doors. 

The principal claimant was lold to take off his backpack and surrender his belongings. including 

his phone. He was told that this was nonnal procedure and that he would be questioned and then 

sent on his way. 

[8] The principal claimant was he ld at that location until some agents from the Federal Bureau 

of Invest igation (FBI) arri ved from Bangor. Maine. No indication was given to the principal 

claimant as to why he was being held. The principal claimant was then transferred from that 

office to a large r facility. He was not allowed to contac i his lawyer or anyone else. 

[9] The principal claimant testified that he was kept in a cell for approximately one hour and 

was then brought to a medical cell where he was given an IV by a doctor. The principal claimant 

indicated that at that time. he was yelling and that he was agitated. It was later detennined that he 

was given Thorazine. a strong ant i-psychotic sedative. He was also told that it was part of the 

procedure. He was then returned to the detention cell . Not long after. the principal claimant was 

brought to a conference room where he was questioned about issues of national security. 

[10] The principal claimant stated that there were two FBI agents. one who sat on his right and 

one who sat on his left. He was asked whether he knew an individual named Diehl. as well as the 

World of War craft Guild. The principa l claimant indicated that he did not know an individual 

named Diehl and did not have anything else to say and wanted to rely on the Fifth Amendment 

but he was told that in matters of national security he could not. 

[11] The principal claimant was told that the individual Diehl has infom18tion that was leaked 

to the principal claimant's server, classified information that went on to Wikileaks. The officer 

foc used on what had transpired when the principal claimant had earlier gone to speak to officials 

at the Russian and Venezuelan embassies. The principal claimant indicated that he sought asylum 

at both the Russ ian and Venezuelan embassies without success. He was asked what was said but 

he test ified that the quest ioning always came back to the individual Diehl. The principal claimant 

is not aware whether Diehl was charged with anything relating to national security. 
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[12] The principal claimant testified that he was never charged with any crimes against national 

security but had been threatened that he could be in the future. The principal claimant believes 

that the national security investigat ion is st ill ongoing at the present time. 

[13] The principal claimant further test ified that he was shown by the FB I officer the same day 

the affidav it from Detective Kniss regarding the child pornography complaint. He testified that 

when hc saw it, he said 10 the FBI officers that he had nothing 10 do with that. One of the FBI 

officers sa id that he knew that and cont inued to ask national security questions. which the 

principal claimant started to answer. The principal claimant indicated that he fel t groggy like he 

was drugged or drunk. 

[14] The principal claimant testified that he collapsed and was taken to hospita l where he was 

determined to be undergoing a drug induced psychosis. He was placed in a suicide smock and put 

in a drunk tank and underwent further interrogation. He testified that he was placed in a dry cell. 

which meant no toi let and as a result, he had to relieve himself in the cell. He had no clothing, no 

bedding and had to sleep on a concrete floo r. There were constant knocks on his door which kept 

him awake. Bleach was thrown on him. He was placed in a chair with restraints on a number of 

occasions. 

[15] The princ ipa l cla imant testified that the interrogation foc llsed on issues ofnational 

security. Wikileaks and the group Anonymous. The principal claimant had been affi liated with 

Anonymous since 2006 and ran a file server called ·the Shell'. which was part of a parallel 

Internet world. The Shell hosted files that were unab le to be tracked, such as music. movies. as 

we ll as confidential materia l. After 2009. only encrypted files were pemlined: all others were 

deleted. which included pirated games, music. movies. personal pictures. anime and pornography. 

[16] The principal claimant testified that after 2009. files dea ling with national security began 

to be downloaded to the Shell. At that time. a file was downloaded 10 the Shell which was 

unencrypted and not password protected. It was deleted but not before it was seen by the 

principal claimant and others connected to the Shel l. He testified that it contained infonnation 

that demonstrated malfeasance and criminal activity on the part of a government agency. 
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(17] The principal claimant testified that he believed that a copy of the file had been made by 

others on the li st serve and that it had also been posted to another site. He testified that when he 

was interrogated by the FBI. reference was made specifically to this file and he was asked 

whether he had downloaded it to the Shell or whether the individual Diehl had done so. He 

further testified that a copy of the file was copied to a flash drive which was given to the principal 

claimant and that it is now in the possession of the Canada Border Services Agency. 

[18] The principal claimant test ified that he was cooperating with the FBI to a large extent but 

tried not to provide any names. He did not provide any infornlation about the individual Diehl 

nor would he admit to viewing the file himself. He feared that the FBI would think that he had 

provided thi s infonnation to the Russ ians. although he did not. 

[19] The princ ipa l claimant testi fied that he provided the Russian offic ials infonnation 

regard ing his skills. expert ise and duties with the government. He al so spoke with them about his 

work with Anonymous. He was asked speci fically whether he worked against the U.S. 

government but he said no. 

[20] On October 6.2010. the principal cla imant was indicted in the State of Tennessee for 

production and transportat ion of chi ld pornography. He was detained in the State of Tennessee 

until May 22. 2012. when he was released on bond with conditions. 

[2 1] The claimants a llege that the child pornography investigation and charges are a cover for 

the United States government to try to retrieve a document and to invest igate the pri ncipal 

claimant for espionage. 

[22] On April 3. 2014. the principal claimant failed to appear fo r a status conference and 

detention rev iew relating to hi s case. A bench warrant was issued for his arrest. On that same 

day. the three claimants crossed over into Canada where they all initiated a claim for refugee 

protection. 
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[23J The principal claimant test ified that he had no faith in the U.S. justice system. He 

believed that the government was pursuing the national security issue under the guise of the child 

pornography charges. Based on the way he was treated while detained by the FBI. the lack of 

di sclosure by the government. the fear of being re-arrested and the threats against him and his 

family. he believed that he would not receive a fair trial in the United Siales. The other two 

claimants stated that they feared fo r their son's safelY first and foremost. They also stated that 

they had no faith in the U.S. justice system. 

EXCLUSIO N UNDER ARTIC LE I F(b) 

[24] The Minister is alleging that the principal claimant must be excluded from refugee 

protection under Article I F(b) of the u.N. Convel1fion Relal ing 10 fhe Stallls of Refugees (the 

Convention). which is incorporated into the Immigration and Refugee Protection Act by virtue of 

sect ion 98 of the Act. 

[25] The Minister has disclosed documents regarding the charges for the production and 

transportation of child pornography which fomled the foundat ion for the Minister' s argument that 

the claimant is a person referred 10 in Article I F(b) of the Convention and. therefore. must be 
, 

excluded.-

[26) Section 98 of the Immigration and Refugee Protectioll Act provides that a person referred 

to in sections E or F of Article I of the Convent ion is not a Convention refugee or a person in 

need of protection. Article 1 F (b), which is reproduced in the schedule to the Immigrclfion and 

Refugee Protection Act. reads as follows: 

[27] The provisions of this Convention shall not apply to any person with respect to 

whom there are serious reasons for considering that he has committed a serious nOll
pol it ica l crime outside the country of refuge prior to his admission to that country as a 
refugee. 

[28] With respect to the burden of proof. it is recognized that the party that raises the issue of 

the exclusion clause must prove that it is justified. The onus, therefore. is on the Minister to 

demonstrate that the principal claimant must be excluded. 

! Exhibit 6. 
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[29] In thi s case, the question to be decided is whether there are serious reasons for considering 

that the principal claimant has committed a serious non-political crime prior to entering Canada 

on May 18. 2013. 

[301 The standard of proof is "serious reasons for considering" which is less than a balance of 

probabilities.) This standard of proof is similar to "reasonable grounds" or "serious possib ility." 

The standard of proof applies to questions of fact. The evidentiary burden on Ihe Minister under 

Article I F(b) is less than a balance of probabilities but more than mere suspicion. 

[31 J In Lai v. Canllda.~ the Court of Appea l stated at paragraphs 23 and 25: 

In the recent dec ision of this Court in Xie v. Canada (Minisler O/Cilizenship and 
Immigration (2004). 243 D.L.R. (4th) 385. 2004 FCA 250 at paragraph 23. leave to appeal 
to S.C.C. refused [2004] S.C.CA. No. 418. S.CC Bulletin. 2005. p 444. it was 
establi shed that an 'exclus ion' hearing under Artic le 1 F(b) is nOi in the nature ofa crimina l 
trial where guilt or innocence must be proven by the Min ister beyond a reasonable doubt. 
Rather. the onus upon the Minister to establish, based on the evidence presented to the 
Board. that there are "serious reasons for considering" that [the Applicant] committed 
serious non-po li tica l crimes. 

[32J In the case of Anmar.5 Justice Scott he ld. at paragraph IS. that under thi s standard there 

must be "an objecti ve bas is fo r the [RPD's] finding that is based on compelling and credible 

in fonnation.'· 

RELVANT LEGISLA n ON AN D ELEMENTS OF H IE CRIME 

[33] Minister's counsel states that the principal claimant was charged and indicted on October 

6. 20 I 0 under the Unired Srares Federal Code. sections 2251 (a). 2251 (d). 2252A(a)( I) and 

2252A(b)( J). All the charges relate to inducing minors to engage in conduct for the purpose of 

producing child pornography. The relevant sections are as follows: 

3 Sivakumar v. Callada (Minisler of Emplo)'lIIclI/ and Immigrofionj, [1994] I F.C. 433 (C.A.). 
~ Lai v. Canada (Minister ofCili:clIship alld Immigration). 2005 F.C.A. 125 al para 25 . 
, AmlUlr v. COllada (Minister ofCiti:enship lIlid Immigration). 20 1[ F.C. 1094 at para 15. 
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Section 2251(a) Any person who employs. uses. persuades, induces. entices. or coerces 
any minor to engage in. or who has a minor ass ist any other person to engage in, or who 
transports any minor in or affect ing interstate or foreign commerce. or in any Terri tory or 
Possess ion of the United States. with the intent that suc h minor engage in. any sexually 
explicit conduct for the purpose of producing any visual depiction of such conduct or for 
the purpose of transmitting a live visual depiction of such conduct. sha ll be punished as 
provided under subsection (e). if such person knows or has reason to know that such visua l 
depiction will be transported or transmitted using any means or facility of interstate or 
foreign commerce or in or affecting interstate or fore ign commerce or mailed. if that visual 
depiction was produced or transmitted using materials that have been mailed. shipped, or 
transported in or affecting interstate or foreign commerce by any means. including by 
computer. or if such visual depict ion has actually been transported or transm itted using 
any means or fac il ity of interstate or fore ign commerce or in or affecting interstate or 
foreign commerce or mailed. 

Section 22S1(d) (I) Any person who. in a circumstance described in paragraph (2). 
knowingly makes. prints. or publishes, or causes to be made, printed. or published. any 
notice or advertisement seeking or offering-

(a) to receive, exchange. buy. produce. display. distribute. or reproduce, any visual 
depiction. if the product ion of such visua l depict ion involves the use of a minor 
engaging in sexually explicit conduct and such visual depiction is of such conduct: 
or 

(b) partic ipation in any act of sexually expl icit conduct by or with any minor for 
the purpose of producing a visua l dep ict ion of such conduct. 

Section 22S2A(a)(I)(a) Any person who (1) knowingly mails. or transport s or ships using 
any means or facility of interstate or foreign commerce or in or affecti ng interstate or 
fore ign commerce by any means, includ ing by computer. any child pornography; 

Section 22S2A(b) ( I) Whoever violates. or attempts or conspires to violate. paragraph (1). 
(2). (3). (4). or (6) of subsection (a) shall be fined under this titte and imprisoned not tess 
than 5 years and not more than 20 years, but, if such person has a prior conviction under 
this chapter, section 1591, chapter 71 section 1591. chapter 71. chapter 109A or chapter 
117. or under section 920 of ti tle l.Q (article 120 of the Uniform Code 0/ Milirary.Jusrice). 
or under the laws of any State relating to aggravated sexua l abuse. sexua l abuse. or 
abusive sexual conduct involving a minor or ward. or the production, possession, receipt. 
mail ing. sale. distri but ion. shipment. or transportation of child pornography. or sex 
trafficking of children, such person shall be fined under this title and imprisoned fo r not 
less than 15 years nor more than 40 years . 

[34] The Minister's counsel submits that these charges are equivalent to sections 163.1 (2). 

163.1(3) and 172.1(1) of the Canada Criminal Code. which carry a 10 year maximum sentence. 

These sections are as follov.'s: 
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163.1 (2) Every person who makes. prints. publishes or possesses for the purpose of 
publication any child pornography is guilty of 

(a) an indictable offence and liable to imprisolIDlent fo r a tenn not exceeding ten 
years and to a minimum punishment of imprisonment for a tenn of one year: or 

(b) an offence punishable on summary conviction and is liable to imprisonment for 
a tenn not exceeding two years less a day and to a minimum punishment of 
imprisonment for a ternl of six months. 

163.1 (3) Every person who transmits. makes available. distributes. sells, advertises. 
imports. exports or possesses fo r the purpose of transmission. making avai lable. 
distribution. sa le. advertising or exportation any child pornography is guilty of 

(0) an indictable offence and liable to imprisonment for a ternl not exceeding ten 
years and to a minimum punishment of impri sonment for a lernl of one year: or 

(b) an offence punishable on summary conviction and is liab le to imprisonment for 
a ternl not exceeding two years less a day and to a minimum punishment of 
impri sonment for a teml of six months. 

172.1 (1) Every person commits an offence who. by means of a computer system within 
the meaning of subsection 342. 1 (2). communicates with 

(0) a person who is. or who the accused bel ieves is. under the age of eighteen 
years. for the purpose o f facilitating the comm ission of an offence under subsection 
153(1 ). sect ion 155 or 163.1, subsection 212(1) or (4) or section 271. 272 or 273 
with respect to that person: 

(b) a person who is. or who the accused believes is. under the age of sixteen years. 
fo r the purpose of facilitating the commiss ion of an offence under section 280 with 
respect to that pe rson; or 

(c) a person who is. or who the accused believes is. under the age of fourteen years. 
for the purpose of fac il itating the commission of an offence under section 151 or 
152. subsect ion 160(3) or 173(2) or section 281 with respecl 10 that person. 

(2) Every person who commits an offence under subsection (1) is guilly of 

(0) an indictable offence and liable to imprisonment for a term of not more than ten 
years: or 

(b) an offence punishable on summary conviction and li able to imprisonment for a 
tcnn not exceeding eighteen months. 
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[35] The principal claimant confirmed that he is currently facing criminal charges in the Middle 

District of the State of Tennessee in the United States. He confimled that they are Federal 

charges and consist of two court indictments; namely the production of child pornography and the 

transportation of chi ld pornography. 

[36] The pri ncipa l claimant confirmed that he was indicted by a Grand Jury and was detained 

in the United States on these charges from August 2010 unt il May 2012. The principal claimant 

testified that he was not present for the Grand JUI)' and was only advised that there had been one 

after he saw the indictment in October 2010. The principal claimant was released in May 2012 on 

a bond. The maller is to be ultimate ly heard by judge and jury in the State of Tennessee. 

[37] The principal claimant confirmed that he is presently wanted on a bench warrant for 

vio lating that bond when he failed to appear fo r a court date set fo r April 2013 and that the 

criminal charges are still outstanding at the present moment. 

[38] The principal claimant was aware that several ill camera motions had been filed by the 

lawyers representing him wi th respect to the criminal matters but he was unaware of the contents 

of the motions. He testified that all motions made by the lawyers in the United States had been 

suspended and no rulings had been made on them to date. 

[39] The principal claimant test ified that the U.S. officials arc not seeking extradition for him 

nor has he been served with any documentation. 

FACTS REGARDING THE CliARGES FOR CHILD PORNOGRAPHY 

[40] The basis of investigation arose out of a toilet papering incident which occurred on 

December 2008 in Franklin. Tennessee. The principal claimant was residing at that time in 

Newburgh, Indiana. He had been visiting his friend in Tennessee at that time. 

[41] The principal claimant had come into contact with the two complainants (Complainants # 1 

and #2) through his participation in the World of Warcraft Guild. I-Ie testified that he had begun 

contact with them in 2007. 
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(42] The principal claimant confirmed that he met wilh Complainant # 1 and as ajoke. he and 

Complainant # 1 toilet papered the house of Complainant #2. As a result of his involvement in the 

toi let papering inc ident. the principal claimant was contacted by the mother of Complainant # I In 

January 2009. 

[43] During the conversation. nothing was mentioned regarding pornography. It was the last 

time that the principal claimant spoke with anyone from that family. The principal claimant 

discovered at the bond review in May 2012 that the call in January 2009 had been a contro lled 

call that was being monitored by the then Detective Kniss. 

[44] The principa l claimant testi fied that the toilet papering incident in December 2008 is when 

Detective Kniss became involved in the case and the subsequent child pornography indictment 

was filed on October 6. 2010. 

[45] The principal claimant testified that the basi s of the indictment was the allegation that he 

impersonated a teenage female to ask Complainant # I to take nude pictures of himself. which he 

then induced Complainant # I to send to him. The principal clai mant was charged with respect to 

allegations relating to Complainant # I and not Complainant #2. 

[46] The claimant testified that the indictment did not state what was actually transported or 

how. The principal claimant stated that he d id not have the phone contact infonnalion fo r either 

complainant. 

[47] The principal claimant stated that the phone of Complainant # 1 was not retained by the 

authorities and was in fact returned to the complainant. Complainant # 1 's computers were never 

anal yzed and the princ ipa l claimant's computers were never returned to him nor do they appear to 

have been ana lyzed. He testified that the government was asked to provide all of this infonnation 

and thi s was not done up until the time that the claimants left the United States. 

[48J Furthennore, the principal claimant testi fied that neither Detective Kniss nor the mother of 

Complainant # I remembered see ing any pictures on the phone. The only child pornography that 

the police ultimately found was on Complainant #I ·s computer which showed the complainant 

masturbating. 
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(49] The principal claimant testified that he was finally able to review the affidavit of Detective 

Kniss. sworn on August 6. 2010 in December 2010. He stated that he was not able to examine the 

complainants' phones to disprove the allegation that he had asked them to send pictures of thei r 

privates to him nor was he provided with any of the investigatory interviews of the complainants. 

The principal claimant testified that the authorities were re lying on a chat log to sup(X)rt their 

allegations. 

[vidence Regarding Chat Log 

[50] A key issue in this claim is whether the principal claimant is to be excluded from refugee 

protection pursuant to Article I Feb). In Minister's counsers Notice to Intervene on this issue. he 

attaches the Affidavit of Detective Kniss. 

[51] In his written submissions. Minister's counsel states that the affidavit of Detect ive Kniss is 

a key to the issue of exclusion. The affidavit incorporates a port ion of a chat log where an 

individual is seen to entice another indiv idual to send pictures of thei r genitals.6 

[52J In his oraltcstimony duri ng the refugee hearing. the principal claimant testified that the 

chat log produced by Detective Kniss in his affidavit was not the original log but one that had 

been reproduced as part of the affidavit with the principal claimant's sumame added in. 

Furthermore. the principal claimant testified that the chat log was in relation to a chat involving 

an alleged victim and someone else. The principal claimant testified that he had never been 

involved in sexually explicit chat logs with minors. He added that he would only text message 

people that he knew and would not do instant messaging. 

[53] There was a request by the claimants for the computer analysis. raw data and computer 

drives of Complainant # I without success. The Detective indicated that he had tri ed to contact 

the Internet service provider America Onl ine (AOL) 10 obtain the chat log from them without 

success. The principal claimant testified that through the assistance of a private investigator. the 

real chaliog was obtained from AOL in December 2012. prior to the claimants coming to Canada 

to claim refugee protection. The principal claimant believes that the real chat Jogs were 

o Exhibit 6. pp. 5 10 II. 
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forwarded to his American counsel in May 2014. The AOL chat log indicates that the Inlernet 

provider address is in New Jersey. a place that the pri ncipal claimant has never resided. 

[54] In his evidence at hi s admissibi lity hearing held on June 11.2014.7 the principal claimant 

confirmed that the chat log he has since obtained from AOL conla ined the AOL authenticat ion 

and time of the conversat ion. The other chat log produced by Detecti ve Kn iss is all eged not to 

have the AOL authentication and does not ind icate the actual time of the conversation. 

[551 The principal claimant was questioned about both chat logs during the course of the 

refugee hearing and both counsel and Minister's counsel had an opportunity to question and 

provide submissions in this regard. 

[56J Minister's Counsel a lso provided transcripts of the principal claimant's admissibi lity 

hearing held on June 11. 2014.8 

[57] Ln that testimony, the principal claimant confinncd that the chat log he has since obtained 

from AOL contained the AOL authentication and time of the conversation. The other chat log 

produced by Detective Kniss is alleged not to have the AOL authentication and does not ind icate 

the actual time of the conversation. 

[58] It was clear to the panel that there are two chat logs purporting to describe the same 

conversation. In the preparation of thi s dec ision. the panel reviewed the exhibits provided and 

reali sed that it d id not have a copy of the AOL chat log which it believed it had. 

[59J On Monday November 17, a request was made for counsel fo r the principal claimant to 

provide a ll parties a copy orthe AOL chat log. On Tuesday November l8. 2014. a fax was sent 

to both panies that counsel fo r the claimants provide a copy of the AOL chat log. The panel a lso 

provided both counsel for the cla imant and Mi nister's counsel an opportunity to provide 

submissions in thi s regard with a specified time frame. 

[60] Subsequent to the sending of thi s request, the panel received a response from Minister's 

counsel in which he states that the document was not provided in compliance with the Refugee 

7 Exhibit 13, pp. 98 to 100. 
I Exhibit 13, pp. 98 to 100. 
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Protection Division Rules. namely Rule 43. Minister's counsel objects to the document , as he 

was not given an opportunity to comment or submit on this evidence or request or to cross 

examine regarding this evidence. 

[61 ] However. the panel notes that the AOL chat log was referred to in the disclosure provided 

by both counsel for the claimant and Minister's counsel. 

[62] In counsel's disclosure (Exhib it 10. at page 172. in Exhibit 12 and in Exhibit 16) there is 

reference to the two chat logs. 

[63] In the Minister counsel's disclosure. Exhibit 6 references the detectives' chat log. while in 

Exhibit 13 and Exhibit 14. there are references to both of the chat logs, in particular Exhibit 14 at 

pages 99 and 100. 

[64] The panel further notes that the principal claimant was questioned about the AOL chat log 

during the course of the hearing, Both counsel for the claimant and Minister' s counsel had an 

opportunity to question on this issue at that time. 

[65] Furthcnnore. both counsel for the claimant and Minister's counsel were provided an 

opportunity 10 provide written submiss ions on all aspects of the claim. in part icular on the issue of 

exclusion under Article 1 F(b). 

[66] The panel therefore requested that counsel provide the chat log that was obtained from 

AOL. Both counsel fo r the claimant and Minister' s counsel provided submissions and post

heari ng documentat ion. 
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[67] Min ister's counsel provided infomlation which he stated undennined the credibility of the 

existence of the AOL chat log. 9 The evidence suggested that AOL would not keep the logs of the 

content of communications between use rs. Counsel for the claimant in his reply provided 

countering information 10 th is assert ion. to Subsequently both Minister' s counsel and counsel for 

the cla imant made further comments. II 

[68] These subm issions were considered along with the post-hearing documents attached. As 

shall be discussed further. one of the main matters in this cla im revolves around the issue of chat 

logs. Therefore. all evidence dealing with this issue is seen by the panel to be both relevant and 

probative. The panel accepted the post-hearing documentation and they were entered as exhibits 

and considered in this determination. 12 

Submiss ions of Minisler's Counsel 

[69J Minister's counsel notes that the principal claimant docs not deny these charges or the fact 

that they are outstanding and that the principal claimant fled the jurisdiction for Canada while he 

was released on ba il pending tria l. 

[70] Minister's counsel states that the best evidence with respect to the issue of exclusion are 

the sworn affidavit and criminal complaint of Detective Kniss and the Grand Jury indictment 

dated October 6, 20 I O. 

[71] In the affidavit and criminal complaint. it identifies the principal claimant. posing as a 

female of the same age. as being engaged with two minors in an lInemet chat convincing them to 

send sexual ly explicit photos. 

9 Exhibit 18. 
10 Exhibil 19. 
II Exhibits 20 and 21. 
12 Exhibit 17. AOL chal log: 
Exhibil 18. Minister' s di sclosure. dated November 25. 2014: and 
Exhibit 19, Counsel 's disclosure, daled December 5, 2014. 
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[72] The Minister's counsel submits that all the panel has from the claimants is self-serving. 

The main attack that they have put forth against the affidavit of Detect ive Kniss is that he was a 

scapegoat. has now retired to Wyoming and unavailable to testify at the tri al. The Minister's 

counsel states that there is no actual evidence that he was a scapegoat or that he is unable to 

testify. The only fact is that he is no longer working for the same agency when he filed the 

complaint and affidavit. 

[73] Minister's counsel also submits that there is little or no evidence which impeaches the 

fairness of the U.S. justice system. What has been submitted by the claimants relates only to 

fo reign/terrorist suspects and minorities. Those documents filed which deal with the situation of 

computer hackers are only opinion pieces. 

[74J Minister's counse l submits that the main a llegation made by the claimants that the 

prosecution in the U.S. has not been forthcoming in the discovery for trial is not supported by the 

evidence. The claimants allege that certain evidence had not been provided to the criminal 

defense lawyers which great ly impeded the ability to properly defend against the allegations made 

against them. 

[75] However. the claimants testified that their lawyer verbally withdrew their motion to 

compel additional evidence frolll the prosecutor indicating that they had everything they needed. 

The Minister' s counsel states that this undennines the credibility of the claimants in this regard. 

[76] Minister's counsel stated that the claimants test ified that thei r previous counsel were not 

adequately representing their interests. but have not filed any complaints of their former counsel 

to any profess ional organization. which also undennines their credibility. 

[77] Minister' s counsel further submits that there is a presumption ora fair trial and due 

process in the United States. The principal claimant test ified that he felt that he ,,,,ou ld have been 

treated fa irly by the judiciary regarding the charges he faced. He testified that the judge assigned 

to the case was fair minded and when a complaint was made to the judge regarding the behavior 

of the prosecutor during the proceedings. the judge ordered an investigation. 
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(78] Minister's counsel submitted that the ana lys is is whether there are serious reasons for 

considering that the principal claimant committed these crimes. The panel has before it the 

criminal complaint and the attached affidavit of Detective Kniss in which he summarizes 

interviews with the complainants. as we ll as the fac t that the principal claimant was picked out of 

a photo lineup by one of the complainants. The summaries as set out in the affidavit is that on 

separate occasions the principal claimant asked each boy to send pictures of his penis to an email 

account that belonged to some teenage girl in Lndiana. This summary arises out of the chat log 

which fomled part of the affidavit and which is discussed in further detail below. 

(79J The ev idence from the examinat ion of the complainants' computers and the principal 

claimant's computer. namely the chat log showed that he posed as a minor female. requested 

photo of the complainant 's genitalia. The Minister's counsel further submitted that there were 

references to the complainants within the digita l media of the principal claimant' s computer. 

[80] Based on the evidence provided Minister's counsel submits that the principal claimant 

should be excluded under Article I F(b) and section 98 o f the immigrOliol1 and Refl/gee Prorecrion 

Act. 

POST-HEARING APPLICATION BY MIN ISTER 

Decis ion by Immigration Division 

[81 ] On October 10, 2014. Minister's counsel made an application for post-hearing evidence to 

be entered and considered by the panel. Minister' s counsel requested that the panel consider the 

dec ision of the Immigration Division regarding the admissib il ity of the principal claimant. The 

decision was rendered on October 8, 2014. Minister" s counsel indicated that the principal 

claimant was found to be inadmiss ible in that decision. 

[82] The Minister's counsel argued that the document was relevant and probati ve and spoke to 

an assessment of the principal claimant"s foreign criminal charges by another division of the IRS. 

The Minister" s counsel further submitted that the analysis of the similar evidence by the 

Immigration Division should be considered in the interests of consistency between different 

divisions of the same Board. 
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[83] Counsel for the claimants was given an opportunity to respond to the Minister·s post

hearing applicat ion, which he did by written submissions on October 21. 2014. In that response. 

he requested that the Applicat ion made by Minister's counsel be denied. 

[84] Counsel for the claimants stated that the panel had before it all of the necessary evidence 

and information to enable it to make a fully informed decision on the respective cla ims for 

refugee protection. 

[85} In arriving at a decision with respect to exclusion. counsel for the claimants submitted that 

the panel had different ev idence before it than that presented at the Immigration Division (lD) in 

terms of the AOL chat log and as such, there appeared 10 be limited or no utility in admilling the 

Immigration Division·s admissibility decision into evidence. The panel considered a ll relevant 

factors. includ ing those listed in Rule 43(3). The ID dec ision has limited relevance and probalive 

value to the panel and the RPD is not bound by the ID·s findings. Further. the ID is assessing 

inadmiss ibility for serious criminality. a different legal test than assessing exclusion under Article 

I F(b). The panel accepts that the Minister could not have provided the document earlier: 

however. despite this. based on the analysis of the previous two factors. the tribunal declines to 

accept it into evidence. 

Submissions of Counsel 

[86] In his submiss ions. claimants· counsel acknowledged that a criminal warrant was usually 

seen as sufficient to satisfy the test that there are serious reasons for considering that a serious 

non-political crime had been committed under article 1 F(b). 

[87] However. counsel submits that the situation is different if a claimant asserts that the 

warrant/complaint or indictment is illegitimate. In these situations. the panel must engage in a 

full credibility analysis of the claimant 's allegations. 

[88] Counsel cites case law. which states that in such situations. a deeper ana lys is will be 

required with an in depth look at actual events that transpired and not just the result of the 

criminal proceedings. 
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[89] Counsel submits that the principal claimant is being pursued by the U.S. government for 

political purposes in order to extract evidence from him and to quell hi s activities. Counsel 

further submits that the present case is not one of child pornography but an attempt to crush 

dissent by a continuing threat of prosecution and incarceration. 

[90] Counsel submits that they have provided evidence in the fonn of country documentat ion 

that the U.S. government is targeting hackers. hactivists and members of the group Anonymous. 

[91] Counsel submits that if this was a simple case of child pornography, why were the first 

notations in the documents regarding his detention by the U.S. authorities in August 2010 made 

with respect to espionage? Counsel further submits that the principal claimant was medicated 

against hi s will and was tortured. 

[92] He further queries why the principal claimant was questioned regarding his vi sit to the 

Russian embassy, why his father was al so served with a subpoena regarding these visits and why 

Ihe principal claimant was also questioned about classified files and not regarding child 

pornography. 

[93] Counsel further submits that the principal claimant was handed the criminal complaint 

regarding the child pornography as a threat that he would face these false charges unless he 

provides infonnation regarding national security. 

194] Counsel submits that the chat log provided by the Minister's counsel has been edited and 

the principal claimant"s name had been inserted and that there is no hard evidence linking the 

principal claimant to the individual who sought the nude photos. 

[95] Furthennore. Counsel submits that the judge during the bail hearing in May 2012 had the 

opportunity to review scaled government documentation in camera and found his allegations of 

being drugged and tortured by government agents to be credible. 

[96] Counsel submits that the principal claimant has put forth credible. trustworthy and 

persuasive evidence to show that the complaint and indictment are devoid of substance. 
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[97] The panel acknowledges that this particular claim is by no means a simple one. There are 

allegations of child pornography. espionage, over-reaction by government agents, improper 

procedures followed by the government. obstruction and withholding of evidence and the use of 

torture by government officials. 

[98] The claimants have all testified that the child pornography charges are false and are being 

used by the U.S. government as punishment and to pressure the principal claimant into providing 

infonnat ion to them regarding his activities with Anonymous especially with respect to highly 

sensitive government infomlation which had come to his attent ion. 

[99] In the case of Jayasaka/'G.13 the Federal Court of Appeal held that the interpretation of the 

exclusion clause in Article IF(b) of the Convention, as regards the seriousness ofa crime. 

requires an evaluation of the elements of the crime. the mode of prosecution. the penalty 

prescribed. the facts and the mitigating and aggravating circumstances underl ying the conviction. 

The presumption of seriousness may be rebutted by reference to the above factors. The 

Jayasakara factors only become relevant. however. if the Minister submits relevant and 

trustworthy evidence that a serious non-political crime had been commilled outside of Canada 

[100) While there has been no conviction in this case. it is we ll established that there need not 

even be a charge or conviction for finding that there are serious reasons for considering that a 

serious non-political crime was comm itted outside of Canada. In the case of Gamboa. t~ the 

Federal Court found the RPD could reasonably rely on the warrant for the arrest and indictment of 

the Applicant issued in the U.S .. which has a properly functioning judicial system. and other 

evidence from the authorities identifying in detail the charges against him in deciding that there 

were serious grounds for considering that he had committed the crime of burglary of habitation. 

Because the U.S. has strong rule of law institutions, the Court found that police reports and co un 

documents concerning the Applicant carried substantial weight. 

13 Jayesekara v. Canada 2008 F.C.A. 404. 
14 Gamboa Micolra v. COllada 2013 F.C. 367. 
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(10 I] Where evidence of a warrant is the so le evidence relied upon by the RPD. however. (here 

is authority to suggest that the panel must ··go further" and detemline whether the person is 

credible if, for example. they allege that the charges referred to in the warrant are fabricated. This 

is precisely \\'hat the principal claimant in the present case is claiming. 

[1021 Given the nature of this particular claim, as well as the allegations of false charges and 

improper actions by the government, the panel finds that a full and complete assessment of all the 

facts in this cla im is required. This is especially so given the allegations by the principal claimant 

that the charges of chi ld pornography are directly linked to and flow from the national security 

issues arising out of the principal claimant's connection to the computer hacker group 

Anonymous. The Minister's counsel states that the best evidence with respect to the issue of 

exclusion are the sworn affidavit and criminal complaint of Detective Kniss and the grand jury 

indictment dated October 6. 2010. The panel notes that the evidence given by the principal 

claimant with regards to the Grand Jury was that he had never been called to give testimony and 

that the only evidence used by the Grand Jury to go ahead with the indictment of child 

pornography was the affidavit of Deteclive Kniss. 

[103] In the affidavit of Detective Brett Kniss. he states that the parents of Complainant # I had 

recently discovered sexually explicit photographs in cell phone. It was later learned that pictures 

were sent to the principal claimant. Detective Kniss also stated that the principa l claimant has 

sent several pomographic images to each of the complainants on separate occasions. The 

principal claimant drove to meet the complainants on several occasions to bring them gifts. 

Complainant # I sa id that the principal claimant had provided him with beer and Adderal and 

brought him 10 a shooting range. 

[104] In the affidavit and criminal complaint. it identifies the principal claimant. posing as a 

female of the same age. as being engaged with two minors in an Internet chat convincing them to 

send sexually explicit photos. The panel has berore it the criminal complaint and the affidavit of 

Detect i ve Kniss. 
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[105] The evidence from the examinat ion of the complainants' computers and Ihe principal 

claimant' s computer. namely the chat log showed that he posed as a minor female. requested 

photo of the complainant"s geni tal ia. The Minister's counsel furthe r submitted that there were 

refe rences to the complainants within the digital media of the principal claimant"s computer. 

Counsel submits that the chat log provided by the Minister"s counsel has been edited and the 

principal claimant's name had been inserted and that there is no hard evidence linking the 

pri ncipal claimant to the individual who sought the nude photos. 

[106] FurthernlOre. counsel for the claimant submits that the judge during the bail hearing in 

May 2012 had the opportuni ty to review sealed government documentation in camera and found 

his a llegat ions of being drugged and tortured by government agent to be credible. 

[J 07] The panel had an opportunity to review the transc ript of the bail hearing, which was he ld 

in Tennessee on May 2012. During thai bail hearing. Detective Kn iss appeared as a witness. as 

well as the mother of Complainant # I. 

[108] In his evidence. Detective Kniss provided the following infonnation: Therc were no 

pornographic images retained as evidence for the charges of child pornography; the phones from 

which the alleged sexually explicit photos were taken and sent to the principal claimant had been 

given back to the complainants and any evidence was wiped clean. 

[109] There '.vas no evidence that any pornographic images were found on the principal 

claimant's computers to support a charge tha.l he received any child pornography from any source. 

Sim ilarly. there was no evidence confi rnling that any photos ofa pornographic nature were sent 

from either complainant to the principal claimant's computers. 

[110] The only evidence proffered was a chat log reportedly between the pri ncipal claimant and 

one of the complainants wherein the principal claimant a llegedly posed as a female teen 

requesting that Complainant # I forward sexually explic it videos to her. 

[ I l l ] Detective Kniss acknowledged that the chat log provided ,,,,as not an original but one 

typed up at a later date. He testified that attempts to obtain 'he original chat log from the service 

provider AOL were unsuccessful up until that time. 
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[11 2] The claimants. through their U.S. counse l. also requested the original chat log from AOL. 

In thei r attempt they state that they were successful. The cla imants obtained the chat log only 

after their arri val in to Canada. The principal c laimant testified that his present counsel in the 

United States also has the origina l chat log. 

[113] The pri ncipal c laimant indicated the fo llowing discrepancies between the two versions of 

the chat logs. The first is that in the AOL original version, the identity of the female chatter is not 

identified ~ whereas in Detective Kniss' version. the name of the principal claimant has been 

added. 

[114] From the AOL version of the chat log. an Internet service provider address is visib le, 

which according to the claimants. is a New Je rsey address, a location in which the claimants have 

never resided. 

[115] The panel fi nds that there are significant differences between the two chat logs which 

ostensibly describe the same conversation. In the bail hearing. held on May 22. 20 I 2. Judge 

Trauger indicated she has an opportunity to view the government files on the principal claimant. 

In her decision to grant bai l. she confinlled that an investigation had been done rega rding the 

principal claimant's ac tivities with Anonymous. In the j udge's reasons. she states that the 

principal c laimant bel ieved that the child pornography charges were a ruse to obtain extra

curricular national security issues. The judge clearly stated that she found his evidence was 

sufficient ly credible to suggest that there was in fact a ruse on the part of the government. 

[116] With respect 10 the charges of child pornography. the judge stated that while the 

government has substantial proof in tenllS of the weight of ev idence against the defendant with 

regards to the charges against him. it was now not as fi nn, especially in ligh t of the fact that 

Detective Kniss could not reall y prove that there weren't other little gi rl s who might have been 

enticing these complainanls to send pictures. IS This suggests to the panel that the judge was of 

the opinion that the entire case was not as fiml as previously believed. The panel notes that thi s 

statement was previous to the claimants obta ining the ori ginal AOL chat log. 

1$ Exhibit 7. page 94. 



RP D File No. 1 N° de dossie r de la SPR: TBJ-02 198 
T03-02212 
TBJ-04574 

[117] Minister's counsel states that the best evidence with respect to the issue of exclusion are 

the swom affidavit and criminal complaint of Detective Kniss and the Grand Jury indictment 

dated October 6. 20 10. Counsel for the claimants' stales that the AOL chat log presented clearly 

indicates that the principal claimant was not the person who contacted the complainants. 

Minister's counsel provided further post-hearing information that suggested that AOL did not 

retain individual chats logs, while counsel for the claimants provided evidence which suggested 

that AOL does in fact retain chat logS.16 Given that the Grand Jury indictment relied solely on the 

affidavit of Detective Kniss and without the evidence of the conflic ting AOL chat logs, the panel 

places linle weight on its conclusions. 

[1181 The panel is not making a finding of guilt or innocence on the part of the principal 

claimant. It finds however. that with such connicting information regarding the chat log. its 

authenticity and the information contained within. it does not have credible and trustworthy 

evidence before it. 

[119] The affidavit of Detective Kniss purports to contain segments of the chat log between the 

principal claimant and the complainant. This is the key evidence from which the Grand Jury 

issued the indictment. However. the information of what purports to be the chat log has been 

typed into the body of the affidavit itself by Detective Kniss. No explanation has been provided 

as to why the original chat log as not attached as an exhibit. Funhermore, the name of the 

principal claimant has been added in and as sLLch opens the possibility the chat log may have been 

altered in content and is thus not reliable. 

[1201 The principal claimant has provided a completely different version or the same chat log. 

On the face of it. this chat log is a separate document and has not been incorporated into another 

document. It appears to be original and the conversation is complete with I P addresses. 

[12 I] Given these factors, the panel finds that the principal cla imant ' s evidence is probative 

enough to cast sufficient doubt on the credibility or probative value orthe Minister's evidence. 

As such, it cannot be said that there is credible and trustworthy evidence before it to determine 

that there are serious grounds to believe that the principal claimant should be excluded under 

16 Exhibits 19 10 21. 
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Article 1 F(b) for the crime of inducing minors to engage in conduct for producing and 

transporting child pomography. The panel finds that the Minister has not mel its burden and finds 

that the principal claimant is not excluded under Article 1 F(b). The panel will therefore go on to 

consider inclusion. 

The Panel's Findings Regarding Inclusion 

[122] The principal claimant is alleging that he is being persecuted by the government of the 

United States. or agents of that government, for his perceived political be liefs as a hacker and 

whistle blower involved in leaking sensitive government infonnation. He alleges that he has been 

falsely accused of crimes in order to keep him incarcerated and he alleges that he had been 

drugged and subjected to interrogations without his constitutional rights. The principal claimant 

submits that the claim should be assessed under sec tion 96. 

[123] Regardless of whether a nexus to sect ion 96 exists in the present case or not. the 

detenninative issue is whether. in a country like the United States. the pri ncipal claimant can rely 

upon adequate state protection notwithstanding that he claims that the state it self is involved in 

the al leged persecution. As stated in the case of Canada v HIII1l/. 17 the claim has to be considered 

against the unequivocal and unchallenged documentary evidence that the United States is a 

democratic country with a system of checks and balances among its three branches of 

govemment, inc luding an independent j udiciary and const itutional guarantees of due process. 

STATE PROTECTION 

[124] The state's ability to protect the claimant is a crucial element in detennining whether the 

fear of persecut ion is we ll founded. The issue of state protection goes to the objective portion of 

the test of fear of persecut ion and it is not enough to simply assert a subjective belief that 

protection is not available. 

[125] State protection must be considered in context. The contextual approach was explained by 

the Court in Gonzale= TOl"re/8 as follows: 

I? COllado v. I-11IIId2009 F.C. 121. 
11 Gan:(Jle: Torres. Luis Felipe v. M.cr (F.e.. no. IMM·1 351 -09). Zinno March I. 20tO: 2010 FC 234. 
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(126] State protect ion cannot be determined in a vacuum. When undertaking a 
contextual approach in determin ing whether the refugee claimant has rebulled the 
presumption of stale protect ion. many factors ought to be considered, including the 
following: the nature of the human rights violation; the profile of the alleged human rights 
abuser: the efforts that the victim took to seek protection from authorities: the response of 
the author!ties to requests for their assistance. and the avai lable documentary evidence. 

[127] The presumption at play in refugee determination. except in situations where the state is in 

a state of complete breakdown. is that states must be presumed capable of protecting their 

citizens. This presumption can be rebutted by "clear and convincing" evidence of the state's 

inability 10 protect. 

[128] In Hinzman.19 the Federal Court of Appeal held that the presumption of statc protection 

described in Ward applies equall y to cases where the state is a lleged to be the agent of 

persecution. However. where agents of the state are themselves the source of persecution. the 

presumption of state protection can be rebutted wi thout exhausting all avenues of rccoursc in thc 

country. The claimant's obligation of presenting "clear and convincing" proof of the state's 

inability to protect should not be an impossible burden, 

[129] The Trial Divis ion in PeraltaJO stated that a claimant is not required to show that he or she 

has exhausted a ll avenues of protection. Rather. the claimant has to show that he or she has taken 

all steps reasonable in the ci rcumstances. taking into account the context of the country of origin 

in genera l. the steps taken and the claimant's interactions with the authorities. 

[130] The onus of showing the absence of state protection is on the claimant. not the Board. 

This however. does not re lieve the RPD of its obligation to provide clear and adequate reasons 

indicating why the onus was not met. 

[131] A claimant is required to approach his or her state for protec tion in si tuations in which 

protection might reasonably be forthcoming. In other words. the claimant must show that it was 

reasonable for him or her not to seek state protection. 

19 Hin:man v. Canada 2010 F.e.A. ! 77 . 
1() Peralw v. M CI. 2002 F.C.T. 989. 
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[132} However. a claimant is not required to risk his or her life seeking inelTective protection of 

a state. merely to demonstrate that ineffectiveness. Absent an adm ission by the state that it is 

unable to protect (as was the case in Ward). a claimant can establ ish. with "clear and convincing 

evidence:·2
) that state protection would not be reasonably forthcoming (thus rebutting the 

presumption) where: 

... there is a complete breakdown of state apparatus. such as that recognized in Lebanon in 
Zalzali;22 there is evidence ·· ... sim ilarly situated individua ls [were] let down by the slate 
protection arrangements ... there is evidence '· ... ofpast personal incidents in which state 
protection did not materialize. 

[133] The Federal Court of Appeal decision in SafiaclIm23 states that in the absence of 

exceptional circumstances established by the claimant. Canadian tri bunals have to assume a fair 

and independent judicial process in the foreign country. In the case ora non-democratic State. 

contrary evidence might be readily forthcomi ng, but in relation to a democracy like the United 

States contrary evidence might have to go to the extent of substantially impeaching. for example. 

the jury selection process in the relevant part of the country. or the independence or fair

mindedness of the judiciary itse lf. In Kadenko.H the Court of Appeal noted that the burden of 

proof to establish absence of slate protection is "directly proportional to the leve l of democracy in 

the state in question ... ·' 

[134] In Hinzman.15 the Federal Court of Appeal nDled that a claimant coming from a 

democratic country (like the U.S.) will have a heavy burden when attempt ing to show that he or 

she should not have been required to exhaust all of the recourses available domestically before 

claiming protection elsewhere. 

[135] In M.CI. \I. Harvey. Denise H.. 26 the Court discussed the heavy burden on the respondent. 

and the exceptional nature ofa claim for protection succeeding against a highly-developed first

world democratic nation such as the U.S. and the evidence of state protection there. 

21 Ward v. CalUu/a 11993] 2 S.C.R. 569. 
22 Za{=afi I'. Canadall991] 3 F.e. 605 (CA). 
23 M.CI. 1'. S(lfiaclIlI/ 99 NR 171 ~F.e.A.). 
2~ MCI. v. Kadenko 143 DLR (4 )532 (F.C.A.). 
25 Ibid. 
26 M.e.!. v. Han'ey. Denise H. 2013 F.e. 717. 
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[136] At paragraph 63 of the decision its states ... the Minister notes that the Federal Court of 

Appeal has held that the Uni ted States is "a democratic country with a system of checks and 

balances among its three branches of government. including an independent judiciary and 

constitutional guarantees of due process." Refugee claimants "bear a heavy burden in attempt ing 

to rebut the presumption that the United States is capable of protecting them." Claimants are 

therefore "required to prove that they exhausted all the domestic avenues ava ilable to them 

without success." However, as noted in KOfworll. 27 democracy alone does not guarantee effective 

state protect ion. The Board is required to do more than delemline whether a country has a 

democratic political system and must assess the qua li ty of the institutions that provide state 

protection. In the case of Loaiza,28 the Coun noted that the analysis must begin with an 

assessment of the personal circumstances of the claimant and the degree of the individual ri sk 

faced. 

Outstanding Legal Matters in the U.S. 

[137] The principal claimant testified that the only legal proceedings going on in the United 

States are with respect to the child pornography charges brought in October 2010. There are at 

present no other charges with respect to any other matter. in particular matters of national 

security. In his oral testimony at the hearing the Principal claimant's Counsel Mr. Tor Ekeland 

also confimled that there was no indictment or prosecution with regards to the national security 

issues at the present time in the United States. 

27 Kaf({warll II. Mel.. 2007 F.e. 351. 
111 Loa;:av. M.C I..2007F.C. 351. 
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[138] This is further confirmed in the transcript of the bail bond hearing before Judge Trauger. 

held on May 22. 2012.29 It confirmed that there was no indictment or prosecution with regards to 

national security issues with in the past 21 months. This was again confirmed where it stated that 

there has nOl been any kind of prosecution with regards to nalional security issues and no 

prosecution in any other jurisdiction. 30 

Histo ry of Legal Counsel 

[139] The principal claimant outlined the history of legal counsel providing him with 

representation in regards to the child pornography charges. Initially the principal claimant was 

represented by Mr. Ron Small, a public defender. The principal claimant was not satisfied with 

the quality of the representation and so in January 20 II new counsel was obtained: Ms. Kimberly 

Hotte. Due to personal matters, she was unable to represent the principal claimant effectively and 

at the end of2011 . new counsel was obtained: Mr. Scruggs. He represented the principal 

claimant until November 2012. when he withdrc\.v as counsel. The principal claimant is presently 

represented by the law firm of Terry and Gore with respect to the child pornography charges. 

[140] The principal cla imant is further represented by the law finn of Tor Ekeland. a New York 

based law finn which specializes in federal litigation and computer crimes. 

(\4 1] The panel finds that the principal claimant has had the ab ili ty to access and reta in counsel 

for the purposes of defending himself aga inst the charges laid . 

Legal Motions/Applications 

[142] The principal claimant outlined in his testimony the legal motions and applications which 

he and his counsel have filed with the court in Tennessee with respect to the charges of child 

pornography. They include the following: A motion to compel the production of evidence: a 

motion for supplemental discovery; a mot ion to suppress evidence: and a motion to dismiss the 

indictment. 

"!9 Exhibit 7. page 40. 
JO Ibid .. page 86. 
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[143] The principal claimant testified that due to the fact that he had left the jurisd iction of the 

United States, the motions have been put on ho ld until such time that he returned there. 

[144] The principal claimant testified that he presently has lawyers assisting him in Tennessee 

with respect to the charges of child pornography. He further testified that he now also had the 

services of Attorney Mr. Tor Ekeland with respect to the potential national security issues. 

[145] The principal claimant testified that he felt that hc would have been treated fairly by the 

judiciary regarding the charges he faced. He testified that the judge assigned to the case was fair 

minded and when a complaint was made to the judge regarding the behavior of the prosecutor 

during the proceedings. the judge ordered an investigation. 

Testimony from Mr. Tor Ekcland 

[146] The principal claimant's counsel Mr. Tor Ekeland testified that he found this to be a highly 

unusual case and that it was very strange that the principal claimant was detained at the border. It 

was only after detention that an arrest warrant was issued on a maner that was two years old and a 

year after a search was done on his house. In counsers opinion. he should have been arrested 

when the search warrant was executed. 

[147] He found it unusual in that the principal claimant was given Thorazine. He found it 

unusual that the FBI flew up special agents to interrogate the principal claimant unrelated to the 

charges. 

[148] He found it unusual that thc principal claimant was detained and questioned on espionage 

matters but no charges were ever laid in this regard. Mr. Ekeland found it unusual in that the 

principal claimant was not allowed access to counsel and that he did not appear in front of a 

Federal magistrate judge until August 11.2010. a full five days after he was detained. 

[149] Mr. Ekeland found it unusual that he never saw a case where the FBI interrogated 

someone and they ended up in hospital. Ln Mr. Ekeland's opinion, it looked like the FBI were 

"freaking out and panicking" over something. 
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[150] Mr. Ekeland testified that it was unconstitutional to administer Thorazine without consent 

and there is no consent fonn to show that the principal claimant agreed to have Thorazine 

administered. The FBI also continued to interrogate the principal claimant even after an attorney 

was appointed on August 11.2010. The fonl1s that the FB I did have the principal claimant sign 

were not valid. 

[15 1] Mr. Ekeland testified that he did not believe that the principal claimant will get a fair trial. 

The principal claimant will be punished for not pleading on the child pornography charges. He 

believes that the pri ncipal claimant will be ill·treated in prison due to these charges but also 

because he is seen as a hacker. 

[1521 In examining the issue of state protection, the panel looked at the documentary evidence 

regarding the United States and in particular it judicial system. 

Documentary Evidence 

[153] Freedom House ReportJ 1 states that the United States is an electoral democracy wi th a 

bicameral federal legis lature. The Upper Chamber. the Senate. consists of 100 members. two 

from each of the 50 states. serving six-year lenTIs. with one-third coming up fo r election every 

two years. The Lower Chamber. the House of Representatives. consists of 435 members. serving 

two-year tenns. All nat ional legislators are elected directly by voters in the districts or states they 

represent. 

[154] A great deal ofgovemment responsibility rests with the 50 states. Most criminal cases are 

dealt with at the state level, as are education. ramily maners, gun ownership policies. and many 

land-use dec isions. In some Slales. cit izens have a wide-ranging ability to influence legislation 

through referendums. Such direct-democracy mechanisms. often initiated by signature 

campaigns. have been hailed by some as a reflection of the openness orthe U.S. system. 

However. they have also been criticized on the grounds that they can lead to incoherent 

governance. undermine representat ive democracy. and weaken the party system.J2 

31 Exhibit 5. item 2.1. 
l! Exhibit 5. item 2.1. 
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[155] American society has a tradition of intolerance toward corrupt acts by government 

officials. corporate executives, or labor leaders. In recent years. the most serious instances of 

poli tical corruption have been uncovered among state-leve l officials. In New York State. a 

number of state legislators and municipa l officials have been indicted on charges of bribery. theft. 

and other fonns of graft. The media are aggressive in reporting on cases of corporate and official 

corruption; newspapers often publish investigative articles that delve into questions of private or 

public malfeasance. However. there are concerns that fi nancial difficulties in the newspaper 

industry have reduced the press's willingness to devote resources to invest igative journalism. 

Moreover. the expanding influence of interest groups and lobbyists on the legislative and 

pol icymaking processes. combined with thei r crucial ro le in campaign fund-raising. has given rise 

to public perceptions of enhanced corruption in Washington.]] 

[156] The federal government has a high degree of transparency. A substantial number of 

auditing and investigat ive agencies function independently of political influence. Such bodies are 

often spurred to action by the investigative work of journalists. Federal agencies regularly place 

infonnat ion relevant to their mandates on websites to broaden public access. In an action widely 

praised by scholars and civil li bertarians. President Obama in 2009 ordered that millions of 

government documents from the Cold War era be declassified and instructed federal agencies to 

adopt a cooperative attitude toward public infonnation requests. But the administrat ion has come 

under cri ticism for its lack of openness with the press and publ ic and its detennination to punish 

leaks by government officials.34 Congressional efforts in 2012 to adopt legislation to prevent 

copyright infringement on the internet were shelved in response to strong opposition from leading 

internet companies. websites. and ordinary users. The bills would have given the authorities 

sweeping powers to block ent ire sites containing allegedly unauthorized content. potentially 

affecting legal content and compelling host companies to police the activities of their use rs.35 

Judicial independence is respected. Although the courts have occasionally been accused of 

interveni ng in areas that are best left to the politica l branches. most observers regard the judiciary 

as a linchpin or the American democratic system. In recent years. much attention has been paid to 

the ideological composition of the Supreme Court . which has issued a number of major decis ions 

)J Ibid, 
H Ibid. 
H Ibid. 
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by a one-vote margin and is currently seen as having a conservative majority. Concern has also 

been raised about a trend toward the pol it icizat ion of judicial elections in some stales.36 

[157) While the Uni ted States has a strong rule-of-law tradition. the criminal justice system's 

treatment ofminorilY groups has long been a problem. Black and Latino inmates account for a 

dispropol1ionately large percentage of the prison population. Civil liberties organizations and 

other groups have also advanced a broader critique of the just ice system. arguing that there are too 

many Americans in prison. that pri son sentences are often excessive. that too many prisoners are 

relegated to sol itary confinement or other maximum-security arrangements. and that too Illany 

people are incarcerated for minor drug offenses. Over two million Americans are behind bars in 

federal and stale prisons and local jails at any given time. producing the highest national 

incarceration rate in the world. The number of incarcerated Americans has continued to increase 

even as the national rate of violent cri me has declined. There are also a large num ber of juveniles 

serving lengthy prison tenns in adult penitentiaries. Concerns have been raised about pri son 

conditions. espec iall y the incidence of violence and rape. 37 

[158J In the Human Rights Watch38 Report, it states that the United States has a vibrant civil 

soc iety and media that enjoy strong constitutional protections. 

[159] The documentary evidence indicates that judic ial independence is respected. The 

principal claimant test ified that the judge assigned to hi s case. a United States Federal Judge in 

the Middle District of Tennessee had treated his case fairly. He fu rther believed that if his case 

has gone ahead the charges would have been dismissed. 

[160] The principal claimant is represented by counsel in the Uni ted States and has been acti vely 

engaged in the legal process. Both he and his counsel have been filing motions to compel 

ev idence. suppress evidence and dismiss the indictment. The legal process has only been stalled 

because of the claimants leaving the jurisdiction. 

[1611 The panel finds that the evidence of Mr. Tor Ekeland indicates that while many aspects of 

treatment of the princ ipal c la imant upon his detention were high ly unusua l. his own evidence with 

J6 Exhibit 5. item 2.1 . 
H Exhibit 5. item 2.1. 
38 Exhibit 5. item 2.3. 
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regards to the two cases that he worked dealing with computer crime was that the system was 

engaged and eventually worked, even if it meant going on to the appeal level. 

[162J The panel further notes that at the bond bail hearing held on May 22, 2012. Judge Trauger 

stated that she found the principal claimant's allegations of FBI misconduct to be credible. This 

formed one of the reasons for the decision to release him. 

[163] This indicates to the panel that the trial judge was fully aware of the underlying national 

security issues and as such her actions of setting ba il indicated that she was not fette red by the 

govenmlcnt. The transcript of the bail hearing further indicatcs that the judge was prepared to 

hear the mot ions by counsel for the principal claimant to compel and dismiss the indictments. 

[164J Counsel for the claimants has put forth documentary evidence regarding thc treatment of 

hackers in the U.S. justice system. These reports a llege rampant prosecutorial misconduct. The 

panel notes that the evidence is in the fonn of media reports. which is consistent with the role of 

media as a watchdog in the American just ice system. 

[165] The principal claimant's faces charges in the United States with respect to child 

pornography. The panel finds that based on the testimony of the claimants that the trial judge was 

fair in treatment of the case. The principal claimant appears to be able to retain counsel and make 

motions during the process. The principal claimant was anticipating that the charges would in 

fact be dismissed. Indeed when concerns were rai sed by the claimants as to the behaviour of the 

prosecuting attorney. the judge commenced an investigation. It is clear to the panel that the legal 

system appears to be cngaged and working. 

[166J The fear that the U.S. authorit ies would then charge him for issues of national security is 

speclIbtive at this time. The evidence has been consistent that he has never been charged or 

indicted for any crimes against national security nor has there been any evidence that this may 

happen in the future. 

{I67J The panel fi nds that the claimants' counsel has not put forth any evidence that effec tively 

impeaches the U.S. just ice system. As such. the panel finds that the United States has a fair and 

independent judicial process available to the principal claimant. 
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regards to the two cases that he worked dealing with computer crime was that the system was 

engaged and event ua lly worked. even if it meant going on to the appeal level. 

[162] The panel fu rther notes that at the bond bail hearing held on May 22.201 2. Judge Trauger 

stated that she found the principal claimant's allegations of FBI misconduct to be credible. This 

fornled one of the reasons for the decision to release him. 

[163] This indicates to the panel that the trial judge was fully aware of the underlying national 

security issues and as such her actions of setting bail indicated that she was not fette red by the 

government. The transcript of the bail hearing further indicates that the judge was prepared to 

hear the motions by counsel for the principal claimant to compel and di smiss the indictments. 

[164] Counsel for the claimants has put forth documentary evidence regarding the treatment of 

hackers in the U.S. justice system. These reports allege rampant prosecutorial misconduct. The 

panel notes that the evidence is in the form of media reports. which is consistent with the role of 

media as a watchdog in the American justice system. 

[165] The principal claimant's faces charges in the United States with respect to chi ld 

pornography. The panel finds that based on the testimony of the claimants that the trial judge was 

fair in treatment of the case. The principal claimant appears to be able to retain counsel and make 

motions during the process. The principal claimant was anticipating that the charges would in 

fact be dismissed. Indeed when concerns were rai sed by the claimants as to the behaviour of the 

prosecuting attorney. the judge commenced an investigation. It is clear to the panel that the legal 

system appears to be engaged and working. 

(166] The fear that the U.S. authorities would then charge him for issues of nat ional security is 

speculat ive at this time. The evidence has been consistent that he has never been charged or 

indicted for any crimes against national security nor has there been any evidence that th is may 

happen in the future. 

[167] The panel finds that the claimants' counsel has not put forth any evidence that effect ive ly 

impeaches the U.S. justice system . As such, the panel finds that the Uni ted States has a fair and 

independent judic ial process available to the principal claimant. 
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[168] The principal claimant has not put forth clear and convincing evidence which would rebut 

the presumpt ion of state protection. The panel therefore finds that state protection is available to 

the principal claimant. 

E"idenee of Paul DeHa rt 

[169] Paul DeHart (the male claimant) testified that he fears the Federal Government of the 

United States because of things that had happened to his son. The male claimant has neve r been 

charged with espionage or any other national security charges. There are no other outstanding 

charges against him and he confinned that at the time he left the U.S .. he was not wanted by the 

authorities. The male claimant testified that he doesn't know what would happen if he crossed 

back into the United States but that he fears for hi s son. 

[170] The panel has already detelTI1ined that state protection is available to the principal claimant 

in the United States. Given that the claims of Paul Dehart and Leann DeHart rely on the principal 

claimant. their claims also fail. 
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[17 1] Considering the total ity of the evidence. the panel finds that the principal claimant is not 

excluded under Article 1 F(b). The panel further finds that the claimants are neither Convention 

refugees nor persons in need of protection and therefore rejects their cla ims. 

(s igned) "P. Roche" 

P. H.oche 

"February 5, 2015" 

Date 


